DATA TRANSMISSION SYSTEM FOR PREVENTION OF 
UNAUTHORIZED COPY OF DATA FROM RECORDING MEDIUM 

BACKGROUND OF THE INVENTION 
5 Field of the Invention 

This invention generally relates to data transmission systems which 
use intermediate buffer memories to transmit data from recording media. 
Particularly, this invention relates to the data transmission systems 
provided for prevention of unauthorized copy of the data of the recording 
10 media which are captured from stored contents of the intermediate buffer 
memories. 

This application is based on Patent Application No. Hei 10-127907 
filed in Japan, the content of which is incorporated herein by reference. 
Description of the Related Art 

15 There are provided a variety of methods and apparatuses for 

prevention of digital copying of data, as follows: 

The paper of Japanese Patent Application, Publication No. Hei 6- 
105032 discloses an example of an image forming device managing system, 
wherein download of image data to a copying machine is temporarily 

20 stopped until completion of copying while received image data are 

temporarily stored in a buffer memory so that they are transferred to a 
main memory after completion in reception of the image data. Thus, it is 
possible to perform download of the data to the copying machine with a 
short period of time in communications, while it is possible to prevent 

25 abnormal copying which occur when a copy is started before transfer of the 
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image data is completed. 

The paper of Japanese Patent Application, Publication No. Hei 8- 
237596 discloses an example of a method and apparatus for copy prevention 
in a digital magnetic recording/reproduction system, wherein a copy 
5 authorization is detected using a marker which is formed by a control word 
for scrambling audio and video bit streams and copy protection (CP) 
information used for prevention of unauthorized copy and which is 
subjected to encryption using a cipher key and is recorded on a video tape, 
for example. Herein, the control word is reproduced from the marker and 

10 is subjected to descrambler to enable display on a monitor. 

Conventionally, some of the data transmission systems or data 
communication systems normally use intermediate buffer memories to 
transmit data from one location to another. However, such data 
transmission system is not always capable of processing all data streams 

15 stored in the intermediate buffer memory at a time. Particularly, in the 
case of the software processing, the system captures a limited amount of 
data, which can be processed at one time, among all of the data accumulated 
in the intermediate buffer memory. So, the system processes limited 
amounts of data successively. 

20 FIG. 6 is a block diagram showing an example of the conventional 

data transmission system in which data stream processing is performed by 
means of an intermediate buffer memory. 

In FIG. 6, data streams are read from a recording medium (or 
recording media) 1 and are temporarily stored in a stream buffer 2 to an 

25 extent that they will not overflow. Then, a stream processing unit 3 
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accesses the stream buffer 2 to capture an amount of the data stream(s), 
which can be processed at one time. So, the stream processing unit 3 
processes amounts of the data streams successively. 

Thereafter, processing results of the data streams are output to an 
5 output unit 4, which in turn provides corresponding outputs to the external 
device or system (not shown). 

In the aforementioned system, it is possible to easily capture the 
stored content of the intermediate buffer memory (i.e., stream buffer 2) by 
the known techniques such as the memory snapshot. So, it is possible to 
10 make a duplication with ease. However, this raises a problem in protection 
of the copy right. So, it is strongly demanded to provide a solution in the 
protection of the copy right with respect to the data transmission system 
which uses the intermediate buffer memory for transmission (or 
communication) of data from the recording medium. 



It is an object of the invention to provide a data transmission system 
that is capable of preventing unprocessed data streams of a recording 
medium from being captured from an intermediate buffer memory so that 
20 an unauthorized copy will not be made with ease. 

This invention provides a data transmission system which is 
basically designed to transmit data streams recorded on recording media to 
the external system or device. Herein, an original data stream read from a 
recording medium is subjected to calculation using a variable selected from 
25 a variable set which consists of a number of variables and which is created 
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by each cycle. In addition, a variable change code is provided to represent 
the variable selected from the variable set. The calculated data stream is 
temporarily stored on an intermediate buffer memory together with the 
variable change code. Then, the calculated data stream is output from the 
5 intermediate buffer memory and is subjected to inverse calculation using 
the same variable designated by the variable change code. Using the 
inverse calculation, it is possible to reproduce the data stream, which is 
then processed. Thereafter, the data transmission system outputs the 
processed data stream. 

10 Because the calculated data stream is stored on the intermediate 

buffer memory, it is difficult for the third party to easily capture the original 
data stream from the intermediate buffer memory. In addition, the 
variable used for the calculation and inverse calculation is changed in each 
cycle, so that it is difficult for the third party to decode the calculated data 

15 stream to the original data stream. Therefore, it is possible to prevent the 
third party to easily produce an unauthorized copy of the original data 
stream recorded on the recording medium from the stored content of the 
intermediate buffer memory. 



These and other objects, aspects and embodiment of the present 
invention will be described in more detail with reference to the following 
drawing figures, of which: 

FIG. 1 is a block diagram showing a configuration of a data 
25 transmission system in accordance with an embodiment of the invention; 



20 



BRIEF DESCRIPTION OF THE DRAWINGS 



5 



FIG. 2 is a flowchart showing procedures for creation of variables; 

FIG. 3 is a flowchart showing procedures for calculations of data 
streams using the variables; 

FIG. 4 is a flowchart showing procedures for inverse calculations to 
5 reproduce original data streams; 

FIG. 5 is a block diagram showing a modified example of the data 
transmission system; and 

FIG. 6 is a block diagram showing a configuration of the 
conventional data transmission system. 



DESCRIPTION OF THE PREFERRED EMBODIMENT 
This invention will be described in further detail by way of examples 
with reference to the accompanying drawings. 

FIG. 1 is a block diagram showing a configuration of a data 
15 transmission system in accordance with an embodiment of the invention. 
In FIG. 1, data streams are read from a recording medium 1 and are then 
subjected to calculations in a calculation unit 5. Then, results of the 
calculations are stored in a stream buffer 2. 



calculation unit 5 requires variables for performing the 
20 calculationsy)n the data streams. Such variations are produced by a 
variation creation unit 7. 



le variation creation unit 7 is capable of arbitrarily changing the 



variables. VThe stream buffer 2 stores "calculated" data streams which are 
produced by me calcxilation unit 5 that performs the calculations on the 
25 "original" data\streams read from the recording medium 1. An inverse 
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calculation unit 6 reprodueJes the data streams based on the calculated data 
streams. Then, a str^m processing unit 3 performs data processing on the 
data streams outmix from the inverse calculation unit 6. Incidentally, the 
inverse calculation unit 6 uses the same variables which is created by the 
5 variation citation unit 7. 

Next, a description will be given in detail with respect to operations 
of the data transmission system of FIG. 1 with reference to the block 
diagram of FIG. 1 as well as flowcharts of Figures 2, 3 and 4. 

The block diagram of FIG. 1 shows functional blocks which are used 

10 to perform operational processes (e.g., calculations) on the data streams 
read from the recording medium 1. As described above, the data streams 
read from the recording medium 1 are subjected to the calculations in the 
calculation unit 5, which produces the calculated data streams. Then, the 
calculated data streams are temporarily stored in the stream buffer 2. 

15 The calculation unit 5 performs the calculations on the data streams 

by using the variables which are created by the variable creation unit 7. 

Now, procedures for creation of the variables in the variable creation 
unit 7 will be described with reference to the flowchart of FIG. 2. When 
receiving a variable creation request, the variable creation unit 7 creates a 

20 number of variables in step Al. All of the variables are sent to the 

calculation unit 5 and the inverse calculation unit 6 respectively in step A2. 

Incidentally, such a number of variables which are created by the 
variable creation unit 7 at a time will be referred to as a set of variables (or 
variable set). The variables used for the calculations and inverse 

25 calculations are changed at the arbitrary timing(s), so the same variables 
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may not be used again for the calculations and inverse calculations. 

Next, a description will be given with respect to the calculations 
that the calculation unit 5 performs on the data streams by using the 
variables created by the variable creation unit 7 with reference to the 
5 flowchart of FIG. 3. As described above, the calculation unit 5 receives a 
number of the variables from the variable creation unit 7 while using a 
certain variable for the calculation. Herein, the calculation unit 5 makes a 
decision as to whether the variables presently received differ from the 
variable presently used for the calculation or not in step Bl. If the 
10 presently received variables differ from the presently used variable, the 
calculation unit 5 changes the variable. If not, in other words, if the 
presently received variables coincide with the presently used variable, the 
calculation unit 5 continues to use the presently used variable for the 
calculation. 

15 When changing the variable, the calculation unit 5 arbitrarily 

selects a variable to be used at this timing from a "new" variable set which 
is sent thereto from the variable creation unit 7 in step B2. Herein, the 
calculation unit 5 writes a variable change code into the stream buffer 2 so 
as to inform the inverse calculation unit 6 of a change event that the 

20 variable is changed and information representing a number of the selected 
variable within the variables of the new variable set given from the variable 
creation unit 7. 

Incidentally, the calculation unit 5 writes the variable change code 
into the stream buffer 2 after completing the calculation thereof using the 
25 "present" variable. If the system as a whole is placed in an initial state. 
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the calculation unit 5 writes an initial state code into the stream buffer 2. 
Then, the calculation unit 5 performs calculation using an initial variable to 
produce a variable change code, which is written into the stream buffer 2. 
Thereafter, the calculation unit 5 changes the variable thereof in 
5 step B4. 

As described above, a certain variable is established for the 
calculation in the next cycle. Then, the calculation unit 5 performs 
calculation using such an established variable on the data stream in step B5. 
Thereafter, the "calculated" data stream is written into the stream buffer 2 

10 in step B6. 

Next, a description will be given with respect to the inverse 
calculations by which the inverse calculation unit 6 reproduces the data 
stream based on the calculated data stream read from the stream buffer 2 
with reference to the flowchart of FIG. 4. 

15 At first, the inverse calculation unit 6 proceeds to step CI shown in 

FIG. 4. If the system is placed in an initial state, the initial state code is 
written into the stream buffer 2. Therefore, if the inverse calculation unit 
6 captures the initial state code from the stream buffer 2, it determines that 
the system is in the initial state. In contrast, if the inverse calculation unit 

20 6 does not detect the initial state code, it determines that the system is no 
longer placed in the initial state. 

If the inverse calculation unit 6 determines that the system is in the 
initial state, it reads the variable change code which is written in the 
stream buffer 2 to follow the initial state code. Then, using the initial 

25 variable which is set to the inverse calculation unit 6 in advance, the 
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inverse calculation unit 6 analyzes the variable change code to detect 
information representing the number of the selected variable within the 
variable set given from the variable creation unit 7. In response to the 
information, the inverse calculation unit 6 sets a variable which is used for 
5 the inverse calculation in this cycle in step C2. 

Incidentally, the initial variable set to the inverse calculation unit 6 
is identical to the initial variable set to the calculation unit 5. 

Using the variable presently set, the inverse calculation unit 6 
performs the inverse calculation on the calculated data stream output from 

10 the stream buffer 4 in step C3. In step C4, the inverse calculation unit 6 
makes a decision as to whether the data stream presently captured from the 
stream buffer 2 contains the variable change code or not. 

If the inverse calculation unit 6 determines that the data stream 
does not contain the variable change code, it performs the inverse 

15 calculation to reproduce the data stream, which is forwarded to the stream 
processing unit 3 in step C6. 

In contrast, if the inverse calculation unit 6 determines that the 
data stream contains the variable change code, it captures the information 
representing the number of the selected variable within the variable set 

20 given from the variable creation unit 7. In response to the information, the 
inverse calculation unit 6 newly sets a variable which is used for inverse 
calculation in this cycle in step C5. Using the variable newly set, the 
inverse calculation unit 6 performs the inverse calculation again on the 
calculated data stream. 

25 Incidentally, it is possible to employ any types of the (inverse) 
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calcxxlations for the data streams. However, it is necessary to perform the 
(inverse) calculations with respect to each of prescribed units of data that 
the stream processing unit 3 is capable of dealing with at a time. 

Because, if the (inverse) calculations are performed beyond a range 
5 of data that the stream processing unit 3 is capable of processing, there 
exists an "excessive" amount of data stream(s) that the stream processing 
unit 3 is incapable of accepting. In that case, such an excessive amount of 
data stream(s) should be temporarily stored on the stream buffer 2. That 
is, the calculations of the data streams may be meaningless. 

10 Next, a description will be given with respect to a modified example 

of the data transmission system with reference to FIG. 5. 

As compared with the aforementioned data transmission system of 
FIG. 1, the data transmission system of the modified example shown in FIG. 
5 is characterized by that the variable creation unit 7 is provided inside of 

15 the calculation unit 5. Herein, a variable presently created by the variable 
creation unit 7 is subjected to calculation using a preceding variable 
together with the variable change code. Then, the calculated variable is 
written into the stream buffer 2 to follow the variable change code. 

The modified example of the data transmission system does not 

20 need to provide the foregoing information representing the number of the 
variable selected within the variables created by the variable creation unit 
7. 

Next, when detecting the variable change code, the inverse 
calculation unit 6 is capable of capturing the variable used for the inverse 
25 calculation in the next cycle directly from the stream buffer 2. Therefore, 
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the modified example of FIG. 5 is capable of demonstrating the same effects 
of the foregoing data transmission system of FIG. 1. 

It is necessary to share the variable used for both of the calculation 
and inverse calculation. In the modified example, such variable is created 
5 by the variable creation unit 7 and is delivered to both of the calculation 
unit 5 and the inverse calculation unit 6. 

Incidentally, the modified example copes with the difference 
between the timings to perform the calculation and inverse calculation 
respectively, as follows: 
10 ^he variable change code is inserted into the data stream(s) in 

conform with the "variable change" timing at the calculation unit 5. So, 
the inverse calculation unit 6 changes the variable thereof at the timing to 
detect the varl^ble change code. 

As described heretofore, this invention is designed such that the 
15 original data streams do not exist on the buffer memory. Thus, this 
invention is capable of inhibiting the third party (or someone) to easily 
capture the "original" data streams recorded on the recording medium from 
the buffer memory. 

In addition, even if the third party succeeds to capture the data 
20 streams from the data transmission system of this invention, it is difficult 
for the third party to easily decode the "calculated" data streams stored on 
the buffer memory 

As described heretofore, this invention is capable of offering a 
variety of effects, which can be summarized as follows: 
25 (1) Even if the third party succeeds to capture the stored contents of the 
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intermediate buffer memory, it is difficult for the third party to 
analyze them. So, this invention is capable of inhibitting the third 
party to have a chance to easily capture the "original" data streams 
recorded on the recording medium. Thus, it is possible to prevent 
5 the third party from easily reproducing a dupUcate recording the 

original data streams of the recording medium. 
(2) Because, this invention is designed to store the "calculated (or 
coded" data streams on the intermediate buffer memory, it is not 
easy for the third party to capture the original data streams from 

10 the intermediate buffer memory. In addition, the calculations do 

not always use the same variable(s). In other words, the variables 
may be changed at random. Further, the variable creation unit 
creates a number of variables (i.e., variable set) every time the 
calculation is performed. Furthermore, the calculation in each 

15 cycle uses a certain variable which is chosen arbitrarily from the 

variable set. Thus, it is very difficult for the third party to specify 
the variable (s). 

As this invention may be embodied in several forms without 
departing from the spirit of essential characteristics thereof, the present 
20 embodiment is therefore illustrative and not restrictive, since the scope of 
the invention is defined by the appended claims rather than by the 
description preceding them, and all changes that fall within metes and 
bounds of the claims, or equivalence of such metes and bounds are therefore 
intended to be embraced by the claims. 



